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Job Description

	Job title:
	Cyber Security Engineer (Cyber Security) 

	Department/School:
	Digital, Data & Technology Department (DDaT)

	Responsible to:
	Principal Cyber Security Architect/ CISO (Chief Information Security Officer) 

	Grade:
	G7

	Location:
	University of Bath Sites

	Position number:
	

	Last reviewed:
	May 2025 



	[bookmark: _Hlk141026845]Background Information

	Information risk management is a fundamental attribute of almost every service offered by the University. We attract international researchers, partners and students by providing them with world class opportunities, which requires us to ensure that we our learning environment is secure from a wide range of threats and threat actors. 

Our ability to generate competitive advantage in the award of research grants and sponsorships depends upon our information security controls and behaviours - ensuring we’re a safe and secure organisation to do business with by protecting corporate interests and data throughout the supply chain.



	Job purpose

	The Security Engineer is part of a team responsible for a broad range of cyber security tasks and activities including management and operation of the University’s Security tooling including SIEM, MDR, Vulnerability Management and Security Validation services. The Engineer will also work within our Security Operations Centre (SOC), operating and applying security controls in line with standard frameworks – ISO 27001, NIST CSF, Cyber Essentials and facilitating risk-based decision making to ensure maintenance of security posture. 
  
The post holder will be responsible for supporting the Cyber Security team in managing underlying systems and tools used to deliver our service, whilst also supporting the SOC by undertaking aspects of security operations, including responding to and resolving security events and incidents, identifying vulnerabilities, deploying mitigation tactics and escalating where appropriate, safe-guarding sensitive information from unauthorised access and generally maintaining security posture in line with the University’s risk appetite.  
 
You will be expected to review security processes, systems and capabilities that affect the security of our most critical assets. You will proactively work with colleagues to identify areas of weakness and exposures and create recommendations for continual improvement.  
 
As appropriate, you will take part in change approval boards, oversee the security elements of delivering new products and services into live University environments and work closely with vendors. 




	Source and nature of management provided 

	Principal Cyber Security Architect/ CISO (Chief Information Security Officer) 


	Staff management responsibility

	None. 




	Special conditions 

	You will from time to time be required to undertake other duties of a similar nature as reasonably required by your line manager. This will form part of your substantive role and you will not receive additional payment for these activities.  
  
The University operates an “out-of-hours” system to ensure service continuity. The post-holder will be required to join the out-of-hours list and undertake occasional duties outside of standard University hours including evenings or weekends. 

In addition to university provided training and development, you will undertake sufficient personal and professional development as required, ensuring skills and knowledge are up to date so that the role is performed to the required level.  
    
Some occasional travel may be required, for example to user groups or conferences.
 
The post-holder will ensure full compliance with all Data Protection laws and any relevant University policies and guidelines.  

Annual leave may be restricted during peak workload periods. 




	Main duties and responsibilities 

	1
	Security Engineering:
· Support management and operation of Cyber Security servers, services and tools including implementation of new systems.
· Support management and operation of other University systems from a Cyber Security perspective.
· Lead development of Cyber Security tooling including SIEM detection rules, SOAR actions and other integrations.
· Work with vendors and third parties to manage and maintain outsourced cyber security services, including Managed Detection and Response, SIEM, Incident Response Retainers, Managed Threat Intelligence. 
Security Operations: 
· Ensure the management and operation of the University Security Operations Centre 
· Undertake threat and vulnerability analysis. 
· Investigate, document and report on any cyber security issues and emerging trends. 
· Perform horizon scanning and use latest threat intelligence to determine university cyber risk position and react as appropriate. 
· Provide first line response to all security incidents and escalate to management where necessary. 
· Identify, define, create, and tune necessary SIEM alerts for improved detection and notification of potential risks or threats to university systems and users.
· Prioritise daily checks and triage new security requests and service desk tickets. 
· Perform vulnerability scans using University security tooling and advise impacted teams, infrastructure and application owners on patching requirements and actions and follow-up where needed. 
· Contribute as required to the University Security Metrics Programme and make recommendations for improvement. 
· Review penetration reports and materials provided by third parties to ascertain security posture of third-party applications, software and services. 
· Scope and execute reviews of key security processes, capabilities and programmes to assess security outcomes are in line with expectations. 
· Initiate periodic reviews of elevated accounts and permissions and validating with owning teams and team managers. Ensure the security principle of least privilege is applied and followed. 
· Assess current and target-state security capabilities against good practice. 
· Ensure system security, system sustainability and documentation in accordance with agreed standards and procedures. 
· Ensure interests of Cyber Security are adequately represented in systems change management processes and in accordance with agreed security standards and procedures.  
· Support internal security audits and providing updates for the Risk and Assurance Committee. 
· Report, investigate and resolve non-compliance issues relating to security standards e.g. Cyber Essentials, PCI DSS, ISO 27001. 
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	Risk & Assurance: 
· Define appropriate security controls using industry standard frameworks for new software and services and ensure security posture is not weakened or compromised. 
· Undertake IT and Cloud risk assessments on behalf of the organisation and report back on the suitability and application of compensating controls. 
· Build strong working relationships with teams across the University, whilst maintaining the independence required of a cyber security team. 
· Review and advise on the cyber security aspects of change requests, evaluating risks to integrity of infrastructure and systems and suggesting improvements or changes. 
· Review and advise on roles-based access controls (RBAC) to manage access to software and systems and work with system owners to determine the best approaches and levels of access. 
· Monitor University auditing systems to meet regulatory and compliance requirements. 
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	Technical Specialisms: 
· Maintain in-depth knowledge of security technologies and tooling and keep up to date with cyber security best practices. 
· Competent and efficient with a range of security tooling and applications including SIEM, SOAR and Vulnerability Management.
· Competent and efficient with management of server platforms including Linux and Microsoft Windows. 
· Provide expert advice regarding the application of these technologies to support University objectives. 
· Understand how network traffic flows work on the network and subsequent extension to remote and cloud systems. 
· Know how to detect threats and report vulnerabilities in a manner that ensures the organisation remains protected from attacks. 
· Review logs, conduct security assessments and maintain security posture. 
· General knowledge of networking, protocols, servers and other technology infrastructure. 
· Keep abreast of changes to the threat landscape, emerging threats and advising the University accordingly. 
· Monitor the market to gain knowledge and understanding of emerging technologies, assess their relevance and potential value to the University.
· Impart your knowledge to others via briefings and reports for DDaT staff and other non-technical staff.
· Obtain and act on threat intelligence provided by external agencies and follow up with resolving teams on vulnerability patching and security updates. 
· Investigate data breaches and security events and recommend appropriate control improvements. 
· Review existing security controls and contribute to the development of standards and guidelines that comply with policy. 
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	Relationships: 
· Be a trusted advisor and advocate between IT and key University stakeholders.
· Support and maintain the interface between DDaT and other University departments.
· Build strong relationships with colleagues across DDaT.
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	General:
· Undertake any other activities assigned from time to time by the University.
· Occasional travel may be required, for example to user groups or conferences.
· The post holder is required to always follow University policies and procedures and take account of University of Bath guidance.
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	Additional Duties and Responsibilities:  
· Undertake research into security suppliers, products and services and inform on appropriate purchasing strategies and sourcing plans. 
· Create specifications and statements of work for procurement of key security products and services.
· Take responsibility for ensuring security requirements are reflected in new projects and requirements specifications and helping to define and document when necessary. 
· Identify, assess and manage security risks to project delivery and advise on mitigation strategies. 
· Ensure project plans have realistic timelines for security work packages and security tasks are estimated and planned with accuracy and precision.  


	Commitment to the University’s Effective Behaviours Framework
As a holder of the Association of University Administrators Mark of Excellence Award, the University has identified a set of effective behaviours which we value and have found to be consistent with high performance across the organisation. Professional Services staff are expected to exhibit these behaviours with a commitment to on-going personal development in these areas. Further details are outlined in the person specification. 
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Person Specification

	Criteria:  Qualifications and Training
	Essential
	Desirable

	Educated to degree level or equivalent qualification or experience in a related field  
	X
	

	Certification in Information Security, such as CISSP, CISA or similar, or have equivalent experience in the field   
	X
	

	Professional project management qualification 
(e.g., PRINCE2 foundation, ITIL, Scrum or equivalent)  
	
	X

	Member of a recognised information or cyber security institute or professional body   
	
	X



	Criteria :  Knowledge and Experience
	Essential
	Desirable

	A broad of knowledge of security risk and assurance practices including detailed knowledge of security controls frameworks: ISO 27001/Cyber Essentials/NIST CSF/NIS/CIS Top 20/OWASP 
	X
	

	Experience of regulatory and compliance responsibilities for universities, including GDPR, DPA, PCI DSS, Ofsted 
	X
	

	A broad technical knowledge of various tools, how to operate and maintain them, interpret the output and apply the recommendations 
	X
	

	Experience managing server operating systems and security tooling
	X
	

	Experience in building SIEM and SOAR rules and integrations
	
	X

	In depth experience of performing risk assessments, gap analysis and software security assurance. Skilled in reviewing policy and security documentation, understanding penetration test reports and recommending remediating actions 
	
	
X


	Skilled in authoring security policy and standards and ensuring it reflects the University’s strategy and objectives, is readable, understandable and easily accessed 
	
	X

	Experience of managing and maintaining an Information Security Management System, including policy, standards, procedures, processes, guidelines and benchmarks. 
	
	X

	Practical experience of change management for IT systems improvement, able to create plans for dealing with more complex requests for change, reviews the effectiveness of change implementation  
	
	X

	Excellent practical experience and knowledge of measuring performance and effectiveness of security controls to reduce incidents, safeguard sensitive data and improve overall security posture 
	X
	

	Knowledge and understanding of reducing risk and exposure across third parties and throughout the supply chain 
	X
	

	Undertake auditing of access and privileged accounts to ensure permissions map correctly to role profiles 
	
	X

	Previous experience of working in the Higher Education sector 
	
	X



	Criteria: Skills and Aptitudes
	Essential
	Desirable

	Excellent organisational skills, with the ability to achieve results for multiple, simultaneous projects with competing demands 
	X
	

	Excellent written and verbal communication skills, including the ability to persuade and influence, able to adapt communication style to suit the audience and to work with staff at all levels 
	X
	

	The ability to be pragmatic while balancing the needs of the University against risk and security controls 
	
	X

	Must be highly self-motivated and work with minimal.
	
	X

	Ability to adapt communication style to suit the audience and to work with staff at all levels  
	
	X

	Flexibility and adaptability and an ability to cope with a busy workload  
	
	X

	Confident and able to engage with customers of differing technical abilities 
	
	X

	Ability to deal with confidential and sensitive information with tact and discretion  
	X
	



	Effective Behaviours Framework
The University has identified a set of effective behaviours which we value and have found to be consistent with high performance across the organisation. They do not examine technical competence, rather they identify the behaviour patterns that are valued due to them being consistent with high performance across the organisation.  Part of the selection process for this post will be to assess whether candidates have demonstrably exhibited these behaviours previously. 


	Managing self and personal skills:
· Willing and able to assess and apply own skills, abilities, and experience.  
· Being aware of own behaviour and how it impacts on others.  

	Delivering excellent service:
· Providing the best quality service to all students and staff and to external customers e.g., clients, suppliers. 
· Building genuine and open long-term relationships in order to drive up service standards.  

	Finding innovative solutions:
· Taking a holistic view and working enthusiastically and with creativity to analyse problems and develop innovative and workable solutions.  
· Identifying opportunities for innovation.  

	Embracing change:
· Adjusting to unfamiliar situations, demands and changing roles.  
· Seeing change as an opportunity and being receptive to new ideas. 

	Using resources:
· Making effective use of available resources including people, information, networks, and budgets.  
· Being aware of the financial and commercial aspects of the University.

	Engaging with the big picture:
· Seeing the work that you do in the context of the bigger picture e.g., in the context of what the University/other departments are striving to achieve and taking a long-term view.  
· Communicating vision clearly and enthusiastically to inspire and motivate others.  

	Developing self and others:
· Showing commitment to own development and supporting and encouraging others to develop their knowledge, skills, and behaviours to enable them to reach their full potential for the wider benefit of the University.  

	Working with people:
· Working co-operatively with others in order to achieve objectives.  
· Demonstrating a commitment to diversity and applying a wider range of interpersonal skills.   

	Achieving results:
· Planning and organising workloads to ensure that deadlines are met within resource constraints. 
· Consistently meeting objectives and success criteria.  
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